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(57)Abstract 

PROBLEM TO BE SOLVED: To effectively perform user 
management and file management by providing a user 
management file update command generation/execution 
part which generates and executes commands for setting 
acquired information in a user management file. 

SOLUTION: The user management file update command 
generation/execution part 113 obtains information on the 
available attributes and object areas of the 
organization and position name of a changing user after 
a change from an authority setting information database 
101, a file server information database 102, and a user 
belonging information database 103. The command for 
setting the obtained information in the user management 
file 107 is generated and executed. A file move command 
generation/execution part 114 obtains the name of a file 
generated by the changing riser and the storage location 
of the file from a file information database 104. Then, 
a command for moving the files that users have generated 
individually from the file servers at the change sources 
to file servers at the change destinations is generated 



and executed. 
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TI - File and protection system for computer network - restricts accessing of 
files based on access limit defined in priority level table 

AB - J11003264 NOVELTY - During sharing or accessing a particular electronic 
file, by an user/group priority level table which defines and preserves 
access control or access limit for each file by the user/group and 
access situation of a user/group is referred. Thus the user/group is 
informed about the right to access a particular file. 

- USE - For electronic billing system. 

- ADVANTAGE - Since right to access file resources can be changed 
dynamically, service situation and service time is improved. 
Unauthorized accessing of files can be prevented. DESCRIPTION OF DRAWING 
(S) - The figure shows the block diagram of file protection. 
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TI - FILE PROTECTION SYSTEM APPLYING SETTING OF FILE USER PRIORITY ORDER 

AB - PROBLEM TO BE SOLVED: To protect a file in response to the authority of 
an object user, the work progress state, the work authority and the time 
respectively and to improve the privacy of work by changing dynamically 
the access right to the user/group file access resources. 
- SOLUTION: When a file that must be shared is newly produced, a priority 
table 13 where the priority data on the user/group using the file are 
added is produced together with a file status table 12 where the 
reference status is added for the access right to the file. Then both 
tables 13 and 12 are stored in a common DB 11. When the file is updated/ 
deleted or referred to and processed, the priority assigned to the user/ 
group is extracted from the table 13 for the relevant file that is 
previously defined. If the extracted priority is higher than or equal to 
the relevant file status, the decision of access right is allowed in 
terms of a process. When a series of jobs are over to the file, the user/ 
group access state is written into the table 13 and the access right is 
dynamically changed. 
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